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A Novel Coverless Steganography Method Based on Image Hashing

HUANG Cheng, QIAN Zhen-xing, @ ZHANG Xin-peng

(School of Computer Science, Fudan University, Shanghai 200444, China)
Abstract: A novel coverless steganography method based on cover selection was proposed. The
sender was arranged firstly to establish a connection between the secret information and the cover
image based on the iterative quantization hashing, and then to select the appropriate cover from
the image set to transmit the secret information according to the connection. According to the
pre-agreed rules, the receiver was arranged to extract the secret information from the image based
on the image hashing technique. Experiments show that this method is superior to the traditional
information-embedded steganography method in terms of security, and is slightly better than
other coverless steganography methods in terms of robustness and steganographic capacity.
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Fig. 1 Sender operation steps

Xt T FE WA O i i SR % A )
B 2 Fros.

O ¥4 3 KEER D h—dH X TR HEER,
DI AR AL I A B J7 36 R TR e 4 64 bit /Y HUY
J ) 1 B A LU AR e 810 R TR A 37 3 26 7 14 L 1D
o VSR A SR RO B 1

@ XFTHTPIAS AR P 9 A AR R A5 07 RS 3
AR A B T B AR 2 AR E 1 &
R B 2 B 5 — Bt 64 bit FYRL 1R R . X Befi B2

Bl 3 A



5% 12 3]

BRSBTS A BB S T R 1305

B {5 B — B

© HEMAT OO 2 4 — Bk % 5 BOIF HAK
FPRAL AR T RARMER S, EHAHEENE
teJ — BOR AR S DUBGHT LAz

REk 4. MR 2 AT LLE . X F WOW, HILL, S-
UNIWARD 3 Fe 715 B i A B S J7 2ok 3. B
B4y BT I R 1R SR I  TIE BA R 5 43 B gt — 8 R B L
RENE 53 BT HH 2 AR B HE AT T RS S 10X b SC i 2 1
(7 1L 3 T RS A3 BT 2% 1 - KA SR 3R 12l 5024
KA MELL o BE A RO R AT T RS, R, AR
kA SR RS AL TR SRR TE R
ARSI AN S B B S 0 B O vk BT .

R2 RESWAERIHFEHBERE

Tab. 2 Average error rate detected by Steganalysis
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